3GPP TSG-SA3 Meeting #102Bis-e 
S3-211012
e-meeting, 1st - 5th March 2021













Revision of S3-21xxxx
Source:
Lenovo, Motorola Mobility
Title:
Solution for KI#1.4
Document for:
Approval

Agenda Item:
2.16
1
Decision/action requested

This document proposes a solution for KI#1.4.
2
References
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TR 33.866 0.3.0”, Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2; (Release 17)
3
Rationale

The Key Issue #1.4 “Security protection of data via Messaging Framework” of TR 33.866 [1] describe several threats that result from the decoupling of the data collection between the data consumer and the data source. This may induce a security problem because the data consumer cannot verify that the data from the data source is not modified by the Messaging Framework and the confidentiality of the data cannot be guaranteed by the Messaging Framework.

The following potential security requirements are captured:

•
The transfer of the data between data source and data consumer via the messaging framework shall be confidentiality, integrity and replay protected end-to-end between data source and data consumer.

•
Confidentiality protection, integrity protection and replay-protection shall be supported on the new interfaces between 3GPP entities and the adaptors.
4
Detailed proposal

Begin of 1st Change

6.0
Mapping of solutions to key issues

Table 6.0-1: Mapping of solutions to key issues
	Solutions
	
	
	Key Issues

	
	
	
	1 Key issues related to securing the data provided to any type of analytics function
	2 Key issues related to detection of cyber-attacks and anomaly events by analytics function


	3 Key issues related to data transfer protection


	
	1.1
	1.2
	1.3
	1.4
	1.X
	2.1
	2.2
	2.Y
	3.1
	3.2
	3.Z

	#1: UE data collection protection
	
	
	
	
	X
	
	
	
	
	
	

	#2: Network Analysis Framework for DDoS Attack
	
	
	
	
	
	X
	
	
	
	
	

	#3: Usage of current SBA mechanisms to protect data in transit
	
	
	
	
	
	
	
	
	
	X
	

	#X: End-to-End security protection of data via Messaging Framework
	
	
	
	X
	
	
	
	
	
	
	


Begin of 2nd Change

6.X
Solution #X: End-to-end security protection of data via Messaging Framework
6.X.1
Introduction

This solution addresses KI#1.4 on protection of data via Messaging Framework. 
6.X.2
Solution details

The interfaces between Adaptor and NF (Data Consumer/Producer) are in scope of 3GPP and shall use the same security procedures for SBI as defined in TS 33.501, clause 13. 
The interfaces within the Messaging Framework are out of scope of 3GPP, therefore data traversing the Messaging Framework from the Data Producer to the Data consumer needs to be protected to avoid the threats described in KI#1.4. 

The following solution proposes that the DCCF assings a key KTC to the Data Consumers and the Data Producer to integrity and confidentiality protect the requested data traversing the Messagin Framework. In case a new Data Consumer subscribes to the exact same data where a notification procedure is already ongoing, then a key refresh procedure is carried out. In the following the term Data Tag is used similar to 3GPP TR 23.700-91, where the Data Tag includes information to identify the Data required (e.g. a set of Event ID(s) from Data Producer NF), information to identify the UE (single UE, group of UE(s) or any UE), optionally information to identify the data producer, and filtering information such as location area or time of day where data is required from.
6.X.2.1
DCCF based key exchange procedure
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Figure 6.X.2-1: Key handling in the DCCF
1.
The Data Consumer #1 subscribes for data notifications for a specific Data Tag. 

2. 
The DCCF checks whether there is already a notification service running for the requested Data Tag. If not, the DCCF requests from the NRF/UDM/BSF the Data Producer, corresponding to the Data Tag.

3.
The DCCF generates a fresh key KTC for the Data Tag. KTC is used later on by the Data Producer to protect the Transparent Container (TC) which contains the requested event data and is sent via the Messaging Framework.

4. 
The DCCF creates a binding based on the Data Tag with the key KTC, the Data Consumer #1 and the Data Producer. This is important so that the DCCF always knows which network functions are involved for a specific Data Tag in case the COUNTERTC or the KTC or both need to be updated.

5. 
The DCCF registers the Data Consumer #1 at the Messaging Framework for notifications corresponding to the Data Tag.

6.
The DCCF sends a event exposure subscribe message to the Data Producer including the Data Tag and the key KTC.

7.
The Data Producer may initialize the COUNTERTC at this point in time and sends a exposure subscribe response back to the DCCF. 

8. 
The DCCF sends a data exposure response to the Data Consumer #1 including the Data Tag and the key KTC. 

9.
Upon reception of the key KTC, the Data Consumer#1 initializes a corresponding COUNTERTC.

10. 
An event with respect to the Data Tag occurred and the Data Producer includes the event data in a TC for transmission via the Messaging Framework. The Data Producer encrypts the TC with the KTC and integrity protects the TC with a MAC-ITC in a similar as e.g. the SoR-MAC-IAUSF as defined in Annex A.17 of TS 33.501 [3]. The MAC-ITC is based on the payload, i.e. the TC of the EventExposure Notify message, which form the input TC Data, a counter of the EventExposure Notify messages COUNTERTC, and the key KTC to the KDF. The MAC-ITC is identified with the 128 least significant bits of the output of the KDF. The Data Producer monotonically increments COUNTERTC for each additional calculated MAC-ITC.

11.
The Data Producer sends the EventExposure Notify with the protected TC to the Messaging Framework. The message may include the Data Tag corresponding to the event.

12.
The Messaging Framework identifies the Data Consumer subscribed to the Data Tag and sends a EventExposure Notify including the protected TC to the Data Consumer#1. 

13. 
The Data Consumer verifies the MAC-ITC of the EventExposure Notify message, i.e. it selects the key KTC based on the Data Tag and computes with the key KTC the MAC-I over the EventExposure Notify payload, i.e. the TC, in the similar way as the Data Producer and compares the result with the MAC-ITC included in message. If both are identical, then the message was not modified by the Messaging Framework. The Data Consumer#1 decrypts the TC with the key KTC and monotonically increments COUNTERTC.

14.
Data Consumer #2 sends a subscribe message to the same Data Tag as previously Data Consumer #1.

15.
The DCCF checks whether there is already a notification service running for the requested Data Tag and identifies the binding of Data Consumer #1 and the Data Producer and adds the Data Consumer #1 to the binding.

16.
The DCCF initiates a key refresh procedure for the Data Tag as described in Figure 7.

17. 
The DCCF registers the Data Consumer #2 at the Messaging Framework for notifications corresponding to the Data Tag.

18. 
An event with respect to the Data Tag occurred and the Data Producer includes the event data in a TC for transmission via the Messaging Framework. The Data Producer encrypts the TC with the KTC and integrity protects the TC similar as in step 10.
19.
The Data Producer sends the EventExposure Notify with the protected TC to the Messaging Framework. The message may include the Data Tag corresponding to the event.

20.
The Messaging Framework identifies the Data Consumers #1 and #2 subscribed to the Data Tag and sends a EventExposure Notify including the protected TC to the Data Consumer#1 and #2. 

21. 
The Data Consumers verify the MAC-ITC of the TC and decrypt the TC with the key KTC and monotonically increment COUNTERTC. similary to step 13.
6.X.2.1
DCCF initiated key refresh procedure

Since the key KTC is shared between several Data Consumers and Data Producers, it is recommended to frequently change the key either with a limited lifetime or at a change of Data Consumers subscribing to the events of a specific Data Tag.


[image: image2.emf]Data 

Consumer#1

Data 

Consumer#2

DCCF NRF

Messaging 

Framework

Data 

Producer

1. Key refresh timer expires  or new 

Data Consumer for a Data Tag.  

Generate fresh K*

TC

2. Identify based on Data Tag 

subscribed Data Consumer NFs and 

Producer NFs, delete the old key 

and bind the fresh K*

TC

3. Nnf_Key_Refresh_Request (Data Tag, K*

TC

)

3. Nnf_Key_Refresh_Request (Data Tag, K*

TC

)

3. Nxx_Key_Refresh_Request (Data Tag, K*

TC

)

4. Initialize the 

COUNTER

TC

. 

4. Initialize the 

COUNTER

TC

. 

4. Initialize the 

COUNTER

TC

. 


Figure 7: DCCF initiated key refresh
1.
The DCCF receives a new subscription request from a Data Consumer to an existing event notification for a specific Data Tag or the KTC refresh timer for a specific Data Tag expires/reaches the value of the key lifetime. The DCCF generates a fresh K*TC .

2.
The DCCF identifies based on the Data Tag the subscribed Data Consumer NFs and the Data Producer NF. The DCCF deletes the old key KTC and binds the new key K*TC to the involved NFs of the Data Tag.

3.
 The DCCF sends a Key Refresh Request to all Data Consumer NFs and the Data Producer NF including the Data Tag and the new key K*TC. 

4.
The Data Consumers may store the old COUNTERTC as well as the old KTC in case it subscribed not to real time notifications and retrieves the event notifications always from the Messaging Framework in certain intervals. In this case, the Data Consumers may store the old COUNTERTC and old KTC for the duration of this interval or until the next event notification from the Messaging Framework in case the TC was protected with the old KTC and the old COUNTERTC value. 

In case the DCCF would like to store data in the Data Repository Function (DRF), then the DCCF adds the DRF as a Data Consumer for a specific Data Tag. The DRF then can decrypt the TC and store them unencrypted in the DRF (tamperproof) memory. Once a Data Consumer would like to read historic data of a specific Data Tag from the DRF, then it creates a corresponding Data Tag and the DCCF will add the DRF as a Data Producer. With those scenarios, the DRF will always be able to store the data of producers and to provide them to consumers, because the DRF will always have the corresponding key KTC to encrypt/decrypt the data. 

6.X.3
Evaluation

TBD
End of Changes
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